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Thisisthefirst digital forensics book that covers the complete lifecycle of digital
evidence and the chain of custody. This comprehensive handbook includes
international procedures, best practices, compliance, and a companion web site
with downloadable forms. Written by world-renowned digital forensics experts,
this book isamust for any digital forensics lab. It provides anyone who handles
digital evidence with a guide to proper procedure throughout the chain of
custody--from incident response through analysis in the lab.

- A step-by-step guide to designing, building and using adigital forensicslab

- A comprehensive guide for al rolesin adigital forensics laboratory
- Based on international standards and certifications
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Editorial Review
Review

"With this book you have a finely detailed chart guiding you through every aspect of creating, using and
documenting processes that will make you compliant with both the formal accreditation standards and less
formal, but no lessimportant, industry best practices...if you are running — or plan to run—adigital
forensics business, then thiswill provide a template for everything you do."--Network Security, May 2014
"Itisclear that the authors bring real-world experience to the book, covering the whole life cycle of digital
forensics investigations, gathering evidence, and chain of custody results...it will be a very useful handbook
for future experts, especially those charged with setting up a forensic laboratory or those seeking
accreditation and certification of an existing laboratory."--ComputingReviews.com, February 19, 2014
"...thisvolume on digital forensics and investigation provides information on best practices for meeting
regulatory requirements and gaining and maintaining certifications and accreditation within the digital
forensics field. The work is divided into three sections covering initial policies and procedures for setting up
a laboratory, operating procedures and continuing policies, and accreditation standards and
requirements.”--ProtoView.com, February 2014 "What the book does do is provide a comprehensive and
all-inclusive set of details that coversthe entire lifecycle of a digital forensics investigation, ensuing
evidence gathered, and chain of custody that results...Authors David Lilburn Watson and Andrew Jones
bring decades of detailed real-world experience to the book, which readers are certain to find to be a unique
reference.”--RSAConference.com, December 16, 2013

About the Author

David Lilburn Watson heads up Forensic Computing Ltd, a specialist forensic recovery and investigation
company. He isresponsible for the coordination and efficient delivery of the computer forensic and
electronic evidence recovery services, digital investigations, and provides support for a broad range of
investigative, security and risk consulting assignments. He is a Certified Fraud Examiner (CFE) and a
Certified Information Forensic Investigator (CIFI), a Certified Computer Crime Investigator (CCCIl), an
Advanced Certified Computer Forensics Technician (CCFT). In addition to specialised forensic certifications
heisaCertified Information Security Systems Professional (CISSP), a Certified Information Systems
Manager (CISM) and a Certified Information Systems Auditor (CISA). David has also led Forensic
Computing Ltd to 1SO 27001 and 1SO 9001 certification, making FCL one of very few consultancies to hold
such important credentialsin the field of forensic services.

After 25 years service with the British Army’s Intelligence Corps, Andy Jones became a business manager
and aresearcher and analyst in the area of Information Warfare and computer crime at a defence research
establishment. In Sept 2002, on completion of a paper on a method for the metrication of the threatsto
information systems, he | eft the defence environment to take up a post as aprincipal lecturer at the
University of Glamorgan in the subjects of Network Security and Computer Crime and as a researcher on the
Threats to Information Systems and Computer Forensics. At the university he devel oped and managed awell
equipped Computer Forensics Laboratory and took the lead on alarge number of computer investigations
and data recovery tasks. He holds a Ph.D. in the area of threats to information systems. In January 2005 he
joined the Security Research Centre at BT where he became a Chief Researcher and the head of information.
Andy now holds a post as a visiting Professor at Edith Cowan University in Perth, Australiaand heis



currently the Programme Chair for the M.Sc. in Information Security at Khalifa University in Sharjah, UAE.

Users Review

From reader reviews:
Olga Snider:

This Digital Forensics Processing and Procedures: Meeting the Requirements of 1SO 17020, SO 17025, 1SO
27001 and Best Practice Requirements book is not really ordinary book, you have after that it the world isin
your hands. The benefit you get by reading this book is information inside this guide incredible fresh, you
will get facts which is getting deeper an individua read alot of information you will get. That Digital
Forensics Processing and Procedures: Meeting the Requirements of 1SO 17020, SO 17025, 1SO 27001 and
Best Practice Requirements without we realize teach the one who reading through it become critical in
pondering and analyzing. Don't be worry Digital Forensics Processing and Procedures. Meeting the
Requirements of 1SO 17020, SO 17025, 1SO 27001 and Best Practice Requirements can bring when you are
and not make your handbag space or bookshelves grow to be full because you can have it with your lovely
laptop even cellphone. This Digital Forensics Processing and Procedures: Meeting the Requirements of 1SO
17020, 1SO 17025, 1SO 27001 and Best Practice Requirements having great arrangement in word and also
layout, so you will not sense uninterested in reading.

EricaLewis:

This book untitled Digital Forensics Processing and Procedures. Meeting the Requirements of 1SO 17020,
1SO 17025, 1SO 27001 and Best Practice Requirements to be one of several books which best seller in this
year, honestly, that is because when you read this e-book you can get alot of benefit onit. You will easily to
buy this particular book in the book retail store or you can order it via online. The publisher in this book sells
the e-book too. It makes you quickly to read this book, as you can read this book in your Smart phone. So
there is no reason to your account to past this reserve from your list.

Angela Strange:

Reading a publication can be one of alot of activity that everyone in the world enjoys. Do you like reading
book therefore. There are alot of reasons why people enjoy it. First reading a e-book will give you alot of
new info. When you read a reserve you will get new information mainly because book is one of a number of
ways to share the information or their idea. Second, studying abook will make anyone more imaginative.
When you reading through a book especially fictional works book the author will bring you to definitely
imagine the story how the character types do it anything. Third, you could share your knowledge to some
others. When you read this Digital Forensics Processing and Procedures: Meeting the Reguirements of 1SO
17020, 1SO 17025, 1SO 27001 and Best Practice Requirements, it is possible to tells your family, friends
along with soon about yours e-book. Y our knowledge can inspire others, make them reading areserve.

Jack Bell:

Do you one of the book lovers? If so, do you ever fegling doubt while you are in the book store? Try and



pick one book that you find out the inside because don't assess book by its deal with may doesn't work thisis
difficult job because you are frightened that the inside maybe not since fantastic asin the outside seem likes.
Maybe you answer may be Digital Forensics Processing and Procedures. Meeting the Requirements of 1SO
17020, 1SO 17025, SO 27001 and Best Practice Requirements why because the great cover that make you
consider in regards to the content will not disappoint an individual. The inside or content is definitely
fantastic as the outside or maybe cover. Y our reading sixth sense will directly assist you to pick up this book.
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